EMAIL AND TEXT SPOOFING AND SCAMS
[

More and more congregations, and ministries
are being targeted by scammers and phishing
attacks. These emails or text messages often
pretend they are a pastor or bishop and ask for
private conversation, or the need to for a favor,
or to purchase gift cards.

These attacks are a phishing or spoofing scam.
This means that the email account or phone
number has probably NOT been hacked.
Attackers are using an alternate email address

or phone number and contacts found using A.l.

software.

This kind of attack is often called CEO Phishing
or Business Email Compromise. In 2019, the FBI
reported that this is a $26 billion scam.

HOW TO AVOID OR STOP SCAMS

1. Check the email address or phone number
that sent the message. Modern email programs
often only display the name as a default and
not the email address. The attackers use this

to their advantage and create addresses with
the real name but use a bogus email address.

HOW IT WORKS

The attackers decide on

a target (a congregation,
ministry or synod) and does a
search for names and email
addresses of leadership.

The attackers create

email addresses with a
convincing name or domain
to look similar to that of the
leadership.

They then use software to find
email addresses or phone
numbers associated with their
target.

They send emails or texts to
the found addresses posing
as a pastor or bishop to solicit
money or information.

Often using gmail or yahoo accounts. Text scammers will use area codes that are in the area

you are in, claiming it is a new phone number.

2. Look for red flags in the tone and grammar of the email or text. Attackers will want to create a
sense of urgency, to prey on your desire to help. They will often claim the bishop or pastor needs
something and is in a meeting. Or needs to urgently have a private conversation. These emails
will often contain misspellings, strange punctuation, or grammar that is just “off” a bit. Read

messages with requests carefully.

3. Ask someone. Have someone else read the message for you to see if they notice anything
weird. Call or email the church or synod office to check what the email address or phone

number of person actually is.

4. Do not purchase gift cards or give out information. These scams often ask for the purchase of
gift cards or want you to provide further information (for more scams). Never share information
or make purchases from a text or email request without verifying information.

5. Report it. Report it to the person or leadership, the chances good that if you received a scam
email or text, someone else did too. Also report it to the FCC. If you are the victim of a scam,

report it to local law enforcement.




SOME EXAMPLES
These are real scam emails and texts

i " ” This is not an @seiasynod.org
From: Bishop Amy Current <bishopamycurrent@gmail.com> amall addrass but a vary good faka

To: of an email that could be the
Sent: Friday, December 4, 2020, 09:04:34 AM CST bishop’s
Subject: GREETINGS TO YOU IN THE MAME OF OUR LORD SAVIOR JESUS CHRIST

Hello ! Do you have a moment | have a request | need you to handle discreetly. | am in a meeting no calls so just reply my email .

Notice the punctuation and \
geammgeiatie fan Notice the punctuation and

God bless | grammar that is “off”

Motice the punctuation and
Bishop Amy current grammar that is “off"
Southeastern lowa Synod (ELCA)

Bishop Amy Current Tuesday >
This is how one of these fake emails looks (=)
in a mail app on a phone, notice that the Hello, | need a moment of your time, | have a request and |
email address isn’t displayed need you to handle it discreetly. | am currently busy, no
calls for now, so just reply by email. Thanks

6:10 PM

Hi Brian, | need a favor This is a scam text. Notice the sense
from you. Text me back of urgency. This text came from an

as soon as you get my unknown number.

message. -Pastor

2 min

RESOURCES REPORT SCAMS

« From the FBI: Business Email Compromise » Report spoofed or fake gmail addresses
to Google

*From the FBI: Gift Card Scams

eFrom the ELCA: Tips for Computer and e File a complaint to the FCC
Internet Security

eFrom the ELCA: Information Security
Webinar e |f you are a victim of one of these
scams contact local law enforcement

-Securi’(y Awgrrenkess: Arficle about and ile a claim with the FBI Infernet Crime
messaging alfacks Complaint Center

*Blog post with more examples of
phishing attacks



https://www.fbi.gov/scams-and-safety/common-scams-and-crimes/business-email-compromise
https://www.ic3.gov/Media/Y2018/PSA181024
https://download.elca.org/ELCA%20Resource%20Repository/Tips_for_Computer_and_Internet_Security.pdf?_ga=2.90395420.701564102.1601986918-931138957.1581604565&_gac=1.138151556.1598999862.EAIaIQobChMIrYST1ILJ6wIVysDACh3YGwMlEAAYASAAEgKacPD_BwE
https://www.elca.org/Resources/Information-Technology#Webinars
https://www.sans.org/security-awareness-training/resources/messaging-smishing-attacks
https://pastorwill.net/2018/08/10/anatomy-of-a-spoof-email-dont-get-tricked/
https://support.google.com/mail/contact/abuse?fbclid=IwAR0EYDauJaB-vl4NIjmNNFEGEw9P8UdpR7QI9_Rp5bu7lqY2nLJyfZeSu90
https://consumercomplaints.fcc.gov/hc/en-us
https://www.ic3.gov/

